Scan QR Code to watch a
video of this activity

Cryptography: crack the Code!
Cryptography is the practice of encoding (converting into coded form) and
decoding (translating a coded message) information so that only authorized people
can read and understand it. Scrambling information to make it unreadable to those
without the proper authority is called encrypting and unscrambling it back to its
original form is decrypting.
A cipher is an algorithm for performing an encryption or decryption. An algorithm is
a precise set of instructions for performing a task. Humans have always felt the need
for security, which can be as simple as locking the door to a house or as
complicated as creating biometric scanners.
During times of war, security is especially important. Native American "Code
Talkers" played a critical role in WWI and WWII by using their Native languages to
help transmit secret messages on the battlefield. Enemy forces were unable to
break these codes and the Code Talkers helped the Allied forces succeed!
Today, preventing criminals from getting sensitive data such as banking materials or
other important information is a top concern for information security analysts, who
plan and carry out security measures to protect a company's computer network and
systems. In the age of the internet where sensitive information is constantly being
transmitted, cybersecurity is an important and ever-growing field with many career
opportunities.

The
Goal:

In this activity you’ll create your own substitution
cipher to encode and decode secret messages using
the Mvskoke, the language of the Muscogee Nation!

what
You Need:

Pencil and paper
Colored pencil, marker, or pen
Scissors
2 sets of cipher wheel templates
2 brass fasteners or bent paperclips
Paperclip to hold wheel in place (optional)

Getting started:
Ciphers have been around for thousands of
years. Julius Caesar (100BC-44BC) used a
substitution cipher, like the one in this
activity, to protect military messages. In a
substitution cipher, each letter of the
plaintext (the message to be encrypted), is
substituted by another letter to form the
ciphertext (the encrypted message). For
example, you might shift each letter by 3
places, so that the letter “A” is replaced by “D,”
the letter “B” is replaced by “E,” and so on. The
letters would wrap around at the end so that
“X” would be replaced by “A.”

Read All
About It!
Code Girls: The True Story of the
American Women Who Secretly
Broke Codes in World War II
by Liza Mundy
The History of Cryptography
by Susan Meyer
Native American Code Talkers
by M.M. Eboch
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instructions:
Today you will create two cipher wheels, one using the English alphabet and one
using the Msvkoke alphabet. You will use these wheels to encode (convert into
coded form) and decode (translate a coded message) messages.
Prepare your cipher wheels
1. For the English cipher wheel, cut out one set of
wheel circles (one large and one small). On the larger
wheel, write the letters A-Z in the outer squares.
These will be the plaintext characters. You can leave
the inner circle blank (it won't be needed for this
activity), or fill in with numbers 0-9 and other
symbols (scan QR code on page 1 to see how these
can be used as well as more info about this activity).
On the smaller wheel, in a different color, write the
letters A-Z again. This will be the ciphertext. Using a
different color will help you tell the difference
between plaintext and ciphertext.

English

English

Next, attach the smaller circle to the front of the
bigger circle using a brass fastener or bent paperclip
through the center. Label the wheel "English." You
now have an cipher wheel in English!

Mvskoke

2. Next make the Mvskoke cipher wheel.
Mvskoke is the language spoken by the
Muscogee people. The Msvkoke alphabet is
modeled after the English alphabet, but uses
only 19 letters: A, C, E, F, H, I, K, L, M, N, O, P, R,
S, T, U, V, W, Y.
On the larger wheel, write the 19 Mvskoke
letters, Fill in the extra spaces with the
numbers 0-6. You can leave the inner circle
blank (it won't be needed for this activity).

Mvskoke

On the smaller wheel, in a different color,
write the 19 Mvskoke letters and numbers 0-6
again.
Next, attach the smaller circle to the front of
the bigger circle using a brass fastener or
bent paperclip through the center. Label the
wheel "Mvskoke." You now have an cipher
wheel in Mvskoke!
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instructions con't:

did you know?
In WWII, words like
"tank" and "submarine"
did not have
translations into many
Native languages.
Navajo Code Talkers
used the term "besh-lo,"
which translates to "iron
fish," to describe a
submarine.

Let's practice!
As mentioned above, a substitution cipher is
created when letters of the alphabet are
substituted with a different letter, To encode
and decode a message, both the sender and the
recipient must know what the substitution code
is. In this activity, the sender and recipient
should know what the the position shift on the
wheel is set to.

Encode
We'll practice encoding using the English wheel first. Set aside the Mvskoke
wheel; we'll use it later. Using the English wheel, let's encode the message "HI."
Start out by lining up the "A" in the large wheel with the "A" on the small
wheel. Then do a wheel shift of 5: turn the small wheel clockwise 5 spaces, so
that the "A" on the small wheel is now lined up with the "F" on the large wheel.
You can use a paperclip here to keep your wheels from shifting and losing your
place.
Remember, the plaintext (the message to encode) is the large wheel. To
encode the message "HI" find "H" on the large plaintext wheel. It lines up with
"C" on the small ciphertext wheel. So "H" is now encoded to "C." "I" becomes
the letter "D." So, with a wheel shift of 5, our secret message "HI" is now
encoded to "CD."
Decode
Now let's decode a message. Return the wheel to
the start position ("A" is lined up with "A"). Set the
wheel for a shift of 19. (Turn the small wheel
clockwise 19 spaces. "A" on the large wheel should
be lined up to "T" on the small wheel.)
Decode this ciphertext: V H W X B L V H H E

English wheel set to a
shift of 19. A paperclip
can help keep the wheel
from moving while you
work.

CO

To do this, find "V" on the small ciphertext wheel. It
should line up with "C" on the large plaintext wheel.
"H" decodes to "O." Decode the rest of the letters on
your own.
Check your answer at the bottom of this page.

Try encoding and decoding a few more words on
your own using different wheel shifts to make sure
you are comfortable before moving on to encoding
and decoding, using the Mvskoke alphabet.
Plaintext: CODE IS COOL

English

↓↓
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Become a Code Talker!
Now that you've become an substitution cipher expert in English, it's time to
become a Code Talker! You will use the Mvskoke cipher wheel for this part (set
aside the English cipher wheel).
Encode
The Mvskoke word for "HELLO" is "HESCI." We're going to encode "HESCI" using a
wheel shift of 6. Using the Mvskoke cipher wheel, set it to the start position so
that "A" is lined up with "A." Turn the small ciphertext wheel clockwise 6 spaces.
"K" on the large plaintext wheel should line up with "A" on the small ciphertext
wheel. Encode "HESCI" using a wheel shift of 6. "H" will become "5." "E" will
become "3". Do the rest of the letters on your own.

Mvskoke

Ciphertext: 53L26

Check your answer.

Decode
Now let's decode a message. Reset the wheels to the starting
position ("A" lines up to "A"). Decode the ciphertext below
using a wheel shift of 3 ("A" on the large plaintext wheel
should line up to "4" on the small ciphertext wheel.)
Decode this ciphertext: I S P L

↓

M

Check your answer.

Plaintext in Mvskoke: MVTO (which
means "thank you" in English)

Mvskoke cipher
wheel set to a shift of
3.

To do this, find "I" on the small ciphertext wheel. It should line
up with "M" on the large plaintext wheel. Decode the rest of
the letters on your own.

Practice a few more words using the Mvskoke language. Here are some
words to try encoding and decoding:
Enka (Okay)
Estonko (How are you?)

Ehe (Yes)
Monks (No)

Naket (What)
Vrakkueckv (Respect)

The original Code Talkers didn't need a cipher wheel. Because they were
bilingual and could speak both their Native language and English, they
could transmit messages without the need of a device like a cipher wheel.
They did come up with their own code for certain words that didn't exist in
their Native language, such as using the Navajo word for "eggs" for the
English word "bombs" and the Navajo word for "small whale" for the English
word "cruiser."
Once you’ve gotten the hang of substitution ciphers, you can create your
own messages. You could even use it to create secure passwords. Just don’t
forget the wheel setting!
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Think about these questions:
How easy is it for someone who intercepts a secret message using this cipher to
work out the original message?
Is there any way to make it harder to figure out or to make it easier to use
without losing the effectiveness?
What other methods of encryption are you familiar with? Do you have ideas for
new encryption methods?

the mvskoke language:
You've learned that the language of the Muscogee people is called Mvskoke. The
Muscogee Nation is a self-governed Native American tribe located in Oklahoma. It is
one of the five Civilized Tribes, and the fourth largest tribe in the U.S.
The Mvskoke language was spoken for thousands of years before it was written
down and uses some of the same letters as English, but pronounces some letter
sounds differently. Many Native people lost their language because of U.S.
government programs designed to assimilate them into European society. Children
were separated from their families and culture and forced to attend "boarding
school." These students were punished for speaking their Native language.
Native languages were largely unknown outside of the tribes, making it difficult for
enemy forces to decode messages. Native language speakers were very important
during WWI and WWII and their code was never broken. Today, we recognize the
importance of retaining and celebrating the heritage of Native peoples. Language
classes can be taken at the school, community, and college levels. You can learn a
few words here!

ENGLISH

MVSKOKE

PRONUNCIATION

Turtle
Rabbit
White
Black
Green
Mouse
Alligator
Goat
Tiger
Beaver

Locv
Cufe
Hvtke
Lvste
Pvhe Lane
Cesse
Hvlpvtv
Cowatv
Kaccv
Eccaswv

loh-juh
ju-fee
hut-key
lust-dee
buh-he law-nee
jiss-see
hul-buh-duh
joe-wah-duh
got-cha
e-josh-wuh

LEarn More!
Learn more about the
Mvskoke Language
and hear it spoken
aloud at
muscogeenation.com
under "Culture &
History".

MORE TO EXPLORE:
Learn more about and explore different types of ciphers:
https://www.khanacademy.org/computing/computerscience/cryptography/crypt/v/caesar-cipher
Can you crack the code? Learn simple techniques for breaking (or cracking)
codes with this online introduction to Simple Encryption:
https://studio.code.org/s/hoc-encryption/stage/1/puzzle/1
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citizen Spotlight:
Margaret Mauldin
Margaret Mauldin is a citizen of the Muscogee Nation and is
best known for her work documenting the language of the
Muscgoee people, called Mvskoke. She worked to preserve the
Mvskoke language through teaching, recording hymns, and
creating the Mvskoke-to-English dictionary, which is called “A
Dictionary of Creek/Muskogee.” The important work of
Margaret Mauldin and others has helped preserve the heritage
of the Muscogee people and passed that heritage on to future
generations.
Credit: Muscogee Nation

Chester Nez

Credit: Chester Nez

Chester Nez was a citizen
of the Navajo Nation and
member of the Black Sheep
Clan. As a child, he was
sent to a government
boarding school and told
not to speak his language.
But during WWII his
language skills were
needed. He was one of the
original 29 Navajo Code
Talkers and helped create a
code for secure battlefield
communications. In 2001
he received the
Congressional Medal of
Honor for his service to the
United States.

Academic STANDARDS:
This activity connects to the
Oklahoma Academic Standards for
Computer Science:
5th-8th Grade Cybersecurity
5.NI.C.01, 6.NI.C.02, 7.NI.C.02,
8.NI.C.02

Read All about it!
Chester Nez and the
Unbreakable Code
by Joseph Bruchac
(Nulhegan Abenaki)
Tales of the Mighty Code Talkers
by Arigon Starr (Kickapoo). Lee
Francis IV(Pueblo of Laguna),
Weshoyot Alvitre (Tongva), Renee
Nejo ( Mesa Grande Band of
Mission Indians), Roy Boney Jr
(Cherokee) and Johnathan
Nelson (Dine)

This kit was made possible by:
This activity is made possible by a generous award from the
Muscogee Nation Department of Education STEM Grant
Program.

